
END-USER LICENSE AGREEMENT 
Date Last Revised: July 4, 2019 

This End User License Agreement ("EULA") is a legal and binding agreement between Salt 
Edge Inc., including its subsidiary Salt Edge Limited, respective affiliates, related companies, 
unaffiliated partners and/or licensors (together herein referred to as "Salt Edge") and you or the 
company, organization or other legal entity that you represent ("Licensee") and governs 
Licensee's use of the functionality enabling access to financial account for the purpose of (I) 
receiving financial data aggregation and enrichment services, or (II) initiating a payment 
transaction through the Developer Application (as defined below), in each case delivered via 
application programming interfaces (including without limitation the Spectre API), software 
development kits, and any other services, content, tools and features as made available by Salt 
Edge from time to time (collectively, the "Aggregation Services"). By using the Aggregation 
Services, either directly or through a Developer Application, Licensee agrees to be bound by 
the terms of this EULA. Licensee shall not use the Aggregation Services if Licensee does not 
agree to all of the terms and provisions of this EULA. 

If Licensee is a company, corporation, organization or other legal entity ("Legal Entity"), then all 
provisions hereof shall be applicable to such Legal Entity except for the provisions limited by 
the context to individuals. If Licensee uses the Aggregation Services on behalf of a Legal Entity, 
Licensee agrees to this EULA for that Legal Entity and represents and warrants that Licensee 
has the authority to bind that Legal Entity to this EULA. In that case, "Licensee" shall refer to 
that Legal Entity. 

Licensee acknowledges and agrees that this EULA is in addition to and not in lieu of the General 
Terms of Service applicable to Licensee. 

1. Definitions 
For the purposes of this EULA, in addition to the capitalized terms defined elsewhere in this 
EULA, the following terms shall have the meanings ascribed to them as follows: 

1.1. "Account Data" means data relating to Licensee's financial account in Financial Institution 
including:  

a) financial account details (including by way of example and without limitation account 
number, type, currency, balance);  

b) transactions details (including by way of example and without limitation transaction amount, 
date, description, currency); and  



c) financial account holder details (including by way of example and without limitation name, 
address, email, phone number) to the extent that such information is made available, in whole 
or in part, by the respective Financial Institution. 

1.2. "Consent" of Licensee means any freely given, specific, informed and unambiguous 
indication of Licensee's wishes, given by a statement or by a clear affirmative action, by which 
Licensee signifies agreement to the access to Licensee's financial account by Salt Edge on its 
own behalf and/or on behalf of Developer, as applicable, for the purpose of retrieving Account 
Data and/or Developer initiating a payment transaction via Developer Application. 

1.3. "Developer" means the third-party owner or provider of the Developer Application. 

1.4. "Developer Application" means the web, desktop and/or mobile application used or 
intended to be used by Licensee as made available by or on behalf of Developer and which 
allows Licensee to access and use its own financial data in a consolidated way and/or to initiate 
payment transactions via that application. 

1.5. "Developer Services" means the services provided by Developer to Licensee through the 
Developer Application. 

1.6. "Financial Institution" means a legal entity engaged in the business of dealing with 
financial transactions, including without limitation banks, building societies, credit institutions, 
payment system providers, loan companies, mortgage companies, investment companies, 
utilities/bills providers and other financial service providers located worldwide. 

1.7. "Financial Institution Account Data" means Licensee Access Information and Account 
Data. 

1.8. "Financial Institution Services" means services offered by Financial Institutions and/or 
their related third parties, including but not limited to application programming interfaces 
(APIs), online banking, online payment, online investment, account and/or file download, online 
bill pay, online trading. 

1.9. "Licensee Access Information" means personalized features, including without limitation 
username, password, access number, security questions and answers, token/SMS codes and 
multifactor information, provided by Financial Institution to Licensee for the purposes of 
authentication, including but not limited to strong customer authentication and dynamic linking. 

1.10. "Licensee Information" means any personal data relating to Licensee that is either (I) 
accessed, collected or generated from Licensee's access to and use of the Aggregation 
Services, or (II) provided by Developer to Salt Edge in connection with the provision of the 
Aggregation Services to which the Developer Application requests access to on behalf of 
Licensee, or (III) provided by Licensee either as part of the Registration Information when 



registering a user account, or when contacting Salt Edge by electronic mail or otherwise 
through the online channels offered with the Aggregation Services. The Licensee Information 
includes but is not limited to Financial Institution Account Data, Registration Information, 
Payment Order Data (if applicable) and Session Information. 

1.11. "Session Information" means the technical information collected by Salt Edge during the 
duration of a Licensee's interaction with the Aggregation Services and stored in log files for the 
purpose of providing, maintaining, protecting and improving the Aggregation Services and 
meeting the applicable regulatory compliance and audit requirements. The Session Information 
may include, but is not limited to, the IP address, location information and device information 
(e.g., browser type and version, operating system and version). 

1.12. "Third-Party Service Providers" means Salt Edge's third-party service providers 
subcontracted by Salt Edge in connection with the operation, maintenance and hosting of the 
Aggregation Services. 

2. License grant 
The Aggregation Services are protected by copyright, trade secret, and other intellectual 
property laws. Salt Edge hereby grants Licensee a personal, limited, non-exclusive, revocable, 
non-sublicensable, non-transferable right and license to use the Aggregation Services during 
the term of this EULA in accordance with the terms and provisions of this EULA. Except for 
rights expressly granted to Licensee in this EULA, Salt Edge reserves all other rights, title and 
interest in and to the Aggregation Services and the underlying technology used to provide the 
Aggregation Services, including without limitation all software and any copies, corrections, bug 
fixes, enhancements, modifications or new versions thereof and all research and development 
and experimental development in respect thereto ("Salt Edge Technology"). No rights are 
granted by implication, estoppel or otherwise. Licensee acknowledges that only Salt Edge shall 
have the right to maintain, enhance or otherwise modify the Aggregation Services and Salt 
Edge Technology. 

3. Restrictions 
Licensee shall use the Aggregation Services solely as contemplated in this EULA and shall not, 
either directly or indirectly: 

●​ disseminate, market, license, sublicense, sell, resell, lease, transfer, assign, distribute, time 
share, let, rent, give somebody the loan of, or sub-authorize any element of the 
Aggregation Services; 

●​ modify, translate, reverse engineer, decrypt, decompile, decode, disassemble, or create 
derivative works based on Salt Edge Technology (including without limitation the Spectre 
API and other software), undertake any benchmark trials using all or any part of the 



Spectre API, or in any other way try to procure the human decipherable form of the 
Spectre API, except to the extent expressly agreed upon in writing by Salt Edge with 
Licensee or to the extent the foregoing restrictions are expressly prohibited by applicable 
laws notwithstanding a contractual provision to the contrary; 

●​ circumvent any user limits or other use restrictions that are built into the Aggregation 
Services; 

●​ breach, override or otherwise circumvent any authentication or security mechanisms; 
●​ remove or obliterate any proprietary notices, ownership labels, classified legends or marks 

from the Aggregation Services; 
●​ indulge in any actions with the Aggregation Services that meddle with, disturb, destroy, or 

access in an unlawful way the server networks, connections, systems, records, or other 
assets, tools or services of Salt Edge or any related third party; 

●​ transmit any worms, viruses, Trojan horses, or any other malware, disruptive or harmful 
software or data through Licensee's access to and use of the Aggregation Services; 

●​ use the Aggregation Services or any part thereof for any unlawful or fraudulent purpose or 
otherwise in any way not permitted by this EULA; or 

●​ access the Aggregation Services in order to (I) build a competitive product or service; or 
(II) copy any ideas, features, functions or graphics of the Aggregation Services. 

4. Licensee's responsibilities 
The license granted by Salt Edge to Licensee under this EULA is conditioned on Licensee's 
compliance with its responsibilities set forth herein: 

●​ Licensee is solely responsible for maintaining the confidentiality and security of the 
Licensee Access Information that Licensee uses to access the Aggregation Services. 

●​ Licensee is solely responsible for compliance with the applicable laws, rules and 
regulations in the jurisdiction(s) Licensee uses the Aggregation Services in and Salt Edge 
hereby expressly disclaims any liability arising from Licensee's failure to do so. 

●​ Licensee is solely responsible for ensuring that its use of the Aggregation Services does 
not violate any applicable terms and conditions, policies, guidelines, regulations and 
restrictions of its Financial Institution(s). Licensee hereby acknowledges and agrees that it 
is solely responsible for verifying compliance of the Aggregation Services with its Financial 
Institution's terms and conditions, policies, guidelines, regulations and restrictions and Salt 
Edge hereby expressly disclaims any liability arising from Licensee's failure to do so. 

●​ If Licensee uses the Aggregation Services directly, Licensee is solely responsible for any 
communication and information submitted to Salt Edge, such as Licensee's name and 
email address provided as part of user account registration ("Registration Information"), 
including by electronic mail or otherwise through the online channels offered with the 
Aggregation Services. Salt Edge assumes that any communication received through use of 
the Licensee's Registration Information was sent or authorized by Licensee and that any 
communication Licensee sends is compliant with applicable laws, including anti-spam 



laws. 
●​ Licensee agrees to immediately notify Salt Edge if Licensee becomes aware of any loss, 

theft or unauthorized use of any Licensee Access Information. Salt Edge reserves the right 
to deny access to the Aggregation Services (or any part thereof) if Salt Edge reasonably 
believes that any loss, theft, or unauthorized use of Licensee Access Information has 
occurred. Such denial of access may without limitation enable Salt Edge to investigate said 
loss, theft or unauthorized use of any Licensee Access Information. 

5. Use of personal data 
The license granted by Salt Edge to Licensee under this EULA is conditioned on Licensee's 
compliance with its responsibilities set forth herein: 

5.1. Licensee hereby acknowledges, agrees and consents to the fact that Salt Edge, in 
connection with the provision of the Aggregation Services, will access, collect, use, process, 
adapt, store, transfer and delete Licensee Information (including without limitation Licensee's 
Financial Institution Account Data) in accordance with Salt Edge's Privacy Policy. Licensee 
further acknowledges that Salt Edge may engage Third-Party Service Providers in connection 
with the Aggregation Services, including without limitation the operation, maintenance, hosting 
and security of the Aggregation Services. 

5.2. Licensee acknowledges and agrees that Salt Edge and its Third-Party Service Providers, in 
connection with the provision of the Aggregation Services, may access, use, gather, process, 
transfer and store Licensee Information (including without limitation Licensee's Financial 
Institution Account Data) in jurisdictions other than Licensee's country of residence and/or the 
jurisdiction(s) Licensee uses the Aggregation Services in. The processing and transfer of 
personal data of any EU/EEA residents will be subject to the requirements of the GDPR 
(Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC) and will be carried out as set forth in 
the Privacy Policy. 

5.3. Licensee hereby acknowledges and agrees that Salt Edge has the right to make 
anonymized data based on or derived from Licensee Information and combine the anonymized 
data with that of other users of the Aggregation Services in a way that does not identify 
Licensee or any individual person, and to use such anonymized aggregate data, both during the 
term of this EULA and after its termination, for any purpose, including but not limited to: 

●​ providing, maintaining, supporting and improving the Aggregation Services; 
●​ conducting analytical research, compiling statistical reports and performance tracking; 
●​ developing and/or improving other Salt Edge's services and products; and 
●​ sharing such anonymized aggregate data with Salt Edge's affiliates, agents or other third 

parties with whom Salt Edge has a business relationship. 



6. Developer services 
6.1. Licensee acknowledges that the Developer Application may request access to the 
Aggregation Services for the purpose of providing the Developer Services to Licensee. In order 
to utilize the Developer Application that uses or gathers information through its integration with 
the Aggregation Services, Licensee hereby authorizes Salt Edge to share Licensee's Account 
Data with Developer and transmit it to the Developer Application. Moreover, Licensee expressly 
accepts that Developer may give certain Licensee Information to Salt Edge to use in connection 
with the Aggregation Services. Licensee represents and warrants that it has the rights and 
mandate to offer such authorization to Salt Edge and Developer. 

6.2. Licensee acknowledges that Developer's access, use, processing and storing of Licensee's 
Account Data for the purpose of providing the Developer Services to Licensee shall be 
governed exclusively by the provisions of the applicable end user license agreement or terms 
of service between Developer and Licensee and Developer's privacy policy. Licensee 
acknowledges that Developer shall be solely liable for any liability arising from any access, use, 
distribution, storage, dissemination, or holding of Licensee Information (including without 
limitation Licensee's Account Data) by Developer and that Salt Edge expressly disclaims any 
liability arising from Developer's use of Licensee Information (including without limitation 
Licensee's Account Data). Licensee further agrees and undertakes to indemnify and hold 
harmless Salt Edge and its third-party service providers in respect of any losses, claims, 
damages, liabilities, costs and expenses arising from Developer's use of Licensee Information 
(including without limitation Licensee's Account Data) and/or Licensee's use of the Developer 
Application or Developer Services. 

6.3. Licensee acknowledges and agrees that when using the Aggregation Services for the 
purpose of initiating a payment transaction through the Developer Application, Developer will 
provide to Salt Edge the payment order data associated with the initiated payment transaction 
("Payment Order Data"). Such Payment Order Data includes date, amount, currency, 
description and payee details. Salt Edge will transmit the Payment Order Data to Licensee's 
Financial Institution in order for the latter to execute the transaction and return execution 
status to Developer. 

7. Access to licensee's financial account 
7.1. Licensee acknowledges and agrees that Salt Edge will collect, use, process and store 
Licensee Information for the purpose of providing the Aggregation Services to Licensee. 

7.2. Licensee expressly authorizes Salt Edge, in connection with the provision of the 
Aggregation Services, to use certain Licensee Information in order to: (I) collect Licensee's 
Account Data; (II) reformat, organize, structure, alter and adapt certain Licensee Information; 
(III) create and provide hypertext links to Financial Institution(s); (IV) access the Financial 
Institution Services using Licensee Access Information; (V) update and maintain the information 



in Licensee's user account created in connection with the Aggregation Services within Salt 
Edge's systems, including performing offline updates (without Licensee's interaction); (VI) 
address errors or service interruptions; (VII) enhance the type of data and services Salt Edge 
can provide in the future; and (VIII) take such other actions as are reasonably necessary to 
perform the actions described in (I) through (VII) above, each in connection with the provision 
of the Aggregation Services. 

7.3. By giving consent and using the Aggregation Services Licensee represents and warrants 
that Licensee is the legal owner of the Financial Institution Account Data and that Licensee has 
the authority to appoint and does hereby expressly appoint Salt Edge as Licensee's agent with 
limited power of attorney to access Licensee's financial account in read-only mode in order to 
retrieve the Account Data on Licensee's behalf and/or enable Developer to initiate payment 
transactions on Licensee's behalf through the Developer Application. 

7.4. Licensee further acknowledges that Salt Edge does not review or analyze the Account 
Data and Licensee agrees that Salt Edge is not responsible for its completeness or accuracy. 
Any transactions or activities performed in any Financial Institution Services are not made 
through the Aggregation Services and Salt Edge assumes no responsibility for such 
transactions or activities. Licensee acknowledges that Developer may use the Aggregation 
Services to initiate payment transactions on Licensee's behalf via the Developer Application, in 
which case Salt Edge will transmit the Payment Order Data corresponding to the initiated 
payment transaction from the Developer Application to Licensee's respective Financial 
Institution. Licensee agrees that it is solely responsible for any changes to Licensee's Financial 
Institution Account Data, and that any such changes must be made in the respective Financial 
Institution Services. 

8. Information from financial institution services 
Licensee acknowledges and agrees that: (I) Financial Institutions may not allow Salt Edge 
access to Financial Institution Services; (II) Financial Institutions may make changes to their 
Financial Institution Services, with or without notice to Salt Edge, that may prevent or delay the 
access to Licensee's account(s) in the respective Financial Institution(s); and (III) although Salt 
Edge will try to "refresh" the Account Data, if the data is not the most current from Financial 
Institution Services, Licensee's most recent transactions may not be reflected in the account 
information provided to Licensee via the Aggregation Services or in the Developer Application. 
It is Licensee's obligation to watch for any discrepancies in Licensee's Account Data, and before 
making any transactions or decisions based on Account Data provided via the Aggregation 
Services, Licensee should check the last refresh date for the account and confirm with the 
applicable Financial Institution that the Account Data is correct or otherwise confirm that the 
Account Data is up to date and accurate. Salt Edge does not represent or warrant that the 
Account Data provided to Licensee via the Aggregation Services will at all times be complete, 
accurate, error-free or up-to-date. 



9. Changes to the EULA 
Salt Edge reserves the right to change this EULA at any time and from time to time to reflect 
changes in the applicable laws, technical or security requirements, or the functionality of the 
Aggregation Services. If Salt Edge decides to change this EULA in the future, Salt Edge will post 
an appropriate notice at the top of this page and/or give reasonable advance notice to 
Licensee through the Aggregation Services or by other means (e.g., via email notification). Any 
non-material change (such as clarifications) to this EULA will become effective on the date the 
change is posted and any material changes will become effective thirty (30) days from their 
posting on Salt Edge's website. The date of the last update of this EULA is set out at the top of 
this document. Licensee acknowledges and agrees that Licensee's continued use of the 
Aggregation Services after the date of changes to this EULA indicates Licensee's agreement to 
such changes. 

10. Termination 
Licensee acknowledges and agrees that Salt Edge in its sole discretion and without notice may 
terminate this EULA and Licensee's use of the Aggregation Services for any reason, including 
upon Licensee's breach of any of its obligations and license rights granted under this EULA. 
Upon termination, all use of the Aggregation Services by Licensee must cease and all rights 
granted to Licensee under this EULA are terminated. Upon termination, Licensee's user account 
created in connection with the Aggregation Services shall be terminated and all Licensee's 
Financial Institution Account Data provided, accessed, collected processed or stored in 
connection with the provision of the Aggregation Services shall be deleted in accordance with 
Salt Edge's data deletion procedure set forth in the Privacy Policy. Licensee acknowledges that 
in the event of termination of this EULA Sections 1 through 15 shall survive and remain in effect. 

11. Disclaimer of warranties 
Licensee hereby acknowledges and agrees that the Aggregation Services and any data 
provided through the Aggregation Services are provided "as is" and "as available". Salt Edge 
does not accept responsibility or liability for any use of or reliance on the Aggregation Services, 
or for any disruptions to or delay in the Aggregation Services. Salt Edge makes no express 
warranties or representations as to the quality and accuracy of the Aggregation Services and 
any data provided through the Aggregation Services, and Salt Edge disclaims all warranties, 
express, implied, or statutory of any kind to the maximum extent permitted by applicable law. In 
addition, Salt Edge and its third-party service providers do not make any representations as to 
the accuracy, comprehensiveness, completeness, quality, error-free nature, compatibility, 
security, lack of viruses, data loss, accessibility, non-interference with or non-infringement of 
any intellectual property rights, or fitness for a particular purpose of the Aggregation Services 
and any data provided through the Aggregation Services to the maximum extent permitted by 



applicable law. Licensee acknowledges and accepts that any use of the Aggregation Services 
and data provided through the Aggregation Services will be at Licensee's exclusive judgement 
and Licensee's sole risk. 

Salt Edge and its third-party service providers do not guarantee the adequacy of the 
Aggregation Services or compatibility and security thereof to Licensee's computer equipment 
and do not warrant that the Aggregation Services, their infrastructure, or any emails or 
communications transmitted via the Aggregation Services will be free of viruses or secure 
against hacking attacks. 

If the applicable law does not allow the exclusion of some or all of the above warranties to 
apply to Licensee, the above exclusions will apply to Licensee to the fullest extent permitted by 
applicable law. 

12. Limitation of liability 
Licensee expressly understands and agrees that, to the maximum extent permitted by 
applicable law, Salt Edge and its third-party service providers shall not be liable for any indirect, 
incidental, special, consequential or exemplary damages, including but not limited to damages 
for loss of profits, failures of telecommunications, the internet, electronic communications, 
corruption, security, loss or theft of data, viruses, spyware, loss of business revenue or 
investment, or other intangible losses, resulting from the use or inability to use the Aggregation 
Services or otherwise under or in connection with any provision of this EULA. The above 
limitations apply even if Salt Edge and its third-party service providers have been advised of 
the possibility of such damages. Notwithstanding any damages that Licensee might incur for 
any reason whatsoever (including without limitation all damages referenced above and all 
direct or general damages), the entire liability of Salt Edge and any of its third-party service 
providers under this EULA and Licensee's exclusive remedy for all of the foregoing shall at all 
times be limited to a maximum of $100 (one hundred United States dollars). 

13. Laws and jurisdiction 
This EULA is governed by and shall be interpreted in accordance with the laws of the Province 
of Ontario, Canada, and the federal laws applicable thereto, excluding all conflict of laws 
provisions and excluding the 1980 United Nations Convention on Contracts for the International 
Sale of Goods. 

14. Disputes 
Licensee agrees that any dispute, controversy or claim arising out of or in connection with this 
EULA shall be resolved by binding arbitration under Ontario law, rather than court litigation. 
Such arbitration shall be before one (1) arbitrator appointed from the roster of the ADR 



Chambers applying the Ontario Arbitration Act. The arbitrator shall be selected by ADR 
Chambers from the list of arbitrators with experience in resolving complex commercial 
contract matters. Any arbitration will be governed by the Province of Ontario laws and 
regulations. This arbitration provision shall survive termination of this EULA. Licensee and Salt 
Edge agree that each may bring claims against the other only in their individual capacity and 
not as a plaintiff or class member in any purported class or representative proceeding. By 
entering into this EULA and agreeing to arbitration, Licensee agrees that Licensee and Salt 
Edge are each waiving the right to file a lawsuit and the right to a trial by jury. In addition, 
Licensee agrees to waive the right to participate in a class action or litigate on a class-wide 
basis. Licensee agrees that Licensee has expressly and knowingly waived these rights. 

To begin an arbitration proceeding, Licensee must send a letter requesting arbitration and 
describing Licensee's claim to: 

Salt Edge Inc. 

150 Elgin Street, Floor 10, Ottawa, ON, K2P 1L4, Canada 

15. Severability 
If any term or provision of this EULA is held to be illegal, invalid, void or unenforceable, in whole 
or in part, by any court of competent jurisdiction, the remainder of the terms and provisions set 
forth herein shall remain in full force and effect and shall in no way be affected, impaired or 
invalidated thereby. Such illegal, invalid, void or unenforceable term or provision or part thereof 
shall be deemed modified to the extent required to render it enforceable; failing which, it shall 
be severed from this EULA, which shall continue in full force and effect and be binding upon 
Licensee. 
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